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- GetURL

.0'0M5 NMN'YA NIY AN QT D'71|7 . NTINNN JIX'N

REST

POST Method
https://testicredit.rivhit.co.il/API/PaymentPageRequest.svc/GetUrl  URL Test
https://icredit.rivhit.co.il/API/PaymentPageRequest.svc/GetUrl URL Prod
XML, JSON  Request

XML, JSON Response

Request Parameters

namn NTY string '019 NX¥IAP NNt GroupPrivateToken
NN NTY ! N2n N1ana 0'v"M9 YN Items]]
int N'NIM2 VN9 TIR Id
string n'NIMA A7V 190N | CatalogNumber
nain nTY decimal nwI7 Nind Quantity
namn nTY decimal nT'NY? NN UnitPrice
NN NTY string 095N I Description
,EUR3,USD 2 ,n"vw 1 int yaon Ty Currency
CAD 6 ,AUD 5 ,GBP 4
string NN7¥N2 NI7n 119507 N2ImMd RedirectURL
NNyN NRY string [I7wD] NIZ70 N'M907 Nand FailRedirectURL
qwnna IPN-7 nirnan string nin7¥n7 IPN Listener naind IPNURL
qwnna IPN-7 nirnan string niIwdY IPN Listener naimd IPNFailureURL
bool n"ynn 0NV DNNIND DXRN ExemptVAT
int “mrojm nmi7wn 1o0n MaxPayments
int DMI7YN 1901 7yn VT NPoY CreditFromPayment
int NTNDNOKX Reference
string nintn 1son Order
string n1I2wNN NNY7Y7 9"RIT Namd EmailAddress
string ANO01 PN 7"NIT NAmd EmailBcc
string ni7'7n 7w '01o DY CustomerLastName
string NIj'7n Y Nnown nv CustomerFirstName
string namd Address
int ANIT KN POB
string DN Yy City
string N1 State
string YOIX Country
string TIpPm Zipcode
string |19'70 190N PhoneNumber
string qon [1970 190N PhoneNumber2
string Oj’o 19%0n FaxNumber
int N 190n IdNumber
int nwIIm npoly 1oon VatNumber
int N'NIMA NIZ7? 0'01d 'on Customerld
Int n'NIM2A 210 'on Agentld
string n1IwN? NNyn Comments
Int N'NIMA 0PN TIR Projectld
bool 972 DIXINN NN DX INOoN HideltemList
en = N'72IN string N1IAYNnN JNon NSy DocumentLanguage
string NN7¥IN Nj7OY1 710 X" DXRN CreateToken
. b
TS TGChﬂOIOglGS 5 o'j70u 1AM MBI\ JPIM ¢

N'NIM NYI70 Y1 N300 wio



v

o iCredit

n*a1m o nN'an

. /DSS

nTm1
nmnnn 2
7272 0'0D qIoXR 3

YWD Yap't n7w1 X7 DR
78w 1 oY

TS Technologi

N'NIM NYI70 Y1 N300 wio

decimal
string
string
string
string
string
string
string
string
string
bool
bool
bool
bool
int

Int

int

bool
bool
decimal

Int
bool
bool

es

nnNin Do

1 n'w'R NNRNNA DTV

2 N'U'R NARNN] NTY

3 N'w'R NNXNNA DTV

4 n'w'k NNRNN] DTV

5 n'w'x RN NTY

6 N'w'x NNXNNA NTY

7 N'U'R NARNN] NTY

8 n'w'x NnNRNN NTY

9 N'Y'R NNXNNA NTY

N7 nnwn/7"XT N
N'NIMA WTN NIRY 0'01D I
2"NIT 197 NP7 0'0D NIN'KR
7.n/n.y '9%7 NIZ7 0'01d NN
977 12yn 197 21'n7 NIIrol 10N
17w

Nj7oy 110

N{7oyN VIX'A7 0'mi7wn 1o0n
N'NIMA D'WTN 0'0ND '0'01D 1IN
n"w? n"uvnn o'Nn N

nnn? n"yy

N1 0MIwn 1o0n
ANXY? NOTN INDD ax¥N
PayPal-2 ni'7wn 2mod axn

Discount
Customl
Custom?2
Custom3
Custom4
Custom5
Custom6
Custom?7
Custom8
Custom9
SendMail
CreateCustomer
FindByMail
FindByld
MaxFailedAttempts

SaleType

NumberOfPayments
Createltems
ConvertToNIS
ExchangeRate

MinPayments
DisplayBackButton
DisplayPayPalButton

6 oy70u 1AM MmN\ JTNIM



« iCredit ) oss

n*annontan

Request Example - XML

<PaymentPageURLRequestDTO xmlIns="https://icredit.rivhit.co.il/api">
<GroupPrivateToken>bb8a47ab-42e0-4b7f-ba08-72d55f2d9e41</GroupPrivateToken>
<Items>
<Item>
<CatalogNumber>123abc</CatalogNumber>
<Quantity>3</Quantity>
<UnitPrice>55.9</UnitPrice>
<Description>n'1119 Nww</ Description >
</Item>
</ltems>
<RedirectURL>http://www.rivhit.co.il</RedirectURL>
<ExemptVAT>true</ExemptVAT>
<MaxPayments>12</MaxPayments>
<CustomerFirstName>7x1w'</CustomerFirstName>
<CustomerlLastName>"7xw'</CustomerLastName>
</PaymentPageURLRequestDTO>

Request Example - JSON

{
"GroupPrivateToken":"bb8a47ab-42e0-4b7f-ba08-72d55f2d9e41",
"ltems":[{
"CatalogNumber":"123abc",
"Quantity":3,

"UnitPrice":55.9,
"Description":"0119 nwaw"
1,
"RedirectURL":"http://www.rivhit.co.il",
"ExemptVAT":true,
"MaxPayments":12,
"CustomerFirstName":"7xw'",
"CustomerLastName":""7x1"

Response Values

N

nnxn =0 int 19N 0ILLO Status
String nip?n N"on7 arnn 9T M URL
NIVYNRL winm" Ax GUID 2NI9 NOY NNTN PublicSaleToken

"SaleDetails

GUID '019 NPOY NNTN PrivateSaleToken

Response Example - XML

<PaymentPageURLResponseDTO xmlns="https://icredit.rivhit.co.il/api" xmlIns:i="http://www.w3.org/
2001/XMLSchema-instance">
<PrivateSaleToken>flafda9c-608a-421a-8090-f02fclaf5c94</PrivateSaleToken>
<PublicSaleToken>e25e5dbe-5829-4c5d-8acc-2ab60f176ddf</PublicSaleToken>
<Status>0</Status>
<URL>https://testicredit.rivhit.co.il/payment/Paymentltems.aspx?Groupld=d0606ed0-b961-47f3-
be4f-0c694442cb0d&amp;Token=e25e5dbe-5829-4c5d-8acc-2ab60f176ddf</URL>
</PaymentPageURLResponseDTO>
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"PrivateSaleToken": "61d674a7-9c74-4acd-9576-a7c5b8ac360b",

"PublicSaleToken": "7640db7e-b55a-410d-b0b3-68a663687d0f",

"Status": 0,

"URL": "https:\/\/testicredit.rivhit.co.il\/payment\/Paymentitems.aspx?Groupld=d0606ed0-b961-
47f3-bedf-0c694442cb0d&Token=7640db7e-b55a-410d-b0b3-68a663687d0f"

}
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DocumentURL
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DocumentType
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: Verify
IPN-2 172pnnw nzoyn '01D NIN'X @ ATINNA VIR

REST

POST Method
https://testicredit.rivhit.co.il/APl/PaymentPageRequest.svc/Verify ~URL Test
https://icredit.rivhit.co.il/API/PaymentPageRequest.svc/Verify ~URL Prod

XML, JSON Request
XML, JSON Response

Request Parameters

NN nTY string '019 NXIAP NNTN GroupPrivateToken
nan nTY string n1'onn NN Saleld
nan NTY decimal njgoyn DIdo TotalAmount

Request Example - XML
<VerifyRequestDTO xmlIns="https://icredit.rivhit.co.il/api">
<GroupPrivateToken>1627aea5-8e0a-4371-9022-9b504344e724</GroupPrivateToken>
<Saleld>ec52aaf8-743f-4e89-a74b-6646e11610f6</Saleld>
<TotalAmount>150.90</TotalAmount>
</VerifyRequestDTO>

Request Example - JSON

"GroupPrivateToken":"1627aea5-8e0a-4371-9022-9b504344e724",
"Saleld":"ec52aaf8-743f-4e89-a74b-6646e11610f6",
"TotalAmount":150.90

‘

Response Values

Ix "VERIFIED" string NZOYN NIN'R NNXIN Status
"NOTVERIFIED"

Response Example - XML

<VerifyResponseDTO xmlns="https://icredit.rivhit.co.il/api">
<Status> VERIFIED </Status>
</VerifyResponseDTO>

Response Example - JSON

{
"Status":"VERIFIED"
}
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: SaleDetails

005N NpPoYN NN 199 npoyn 'u1o J']'?Jrl . NTINNN JIX'N

REST |
POST Method
https://testicredit.rivhit.co.il/APl/PaymentPageRequest.svc/SaleDetails  URL Test
https://icredit.rivhit.co.il/APl/PaymentPageRequest.svc/SaleDetails URL Prod
XML, JSON Request
XML, JSON Response

Request Parameters

nain Ny GUID SalePrivateToken

'019 APOY NNt

Request Example - XML

<SaleDetailsRequestDTO xmlns="https://icredit.rivhit.co.il/api">
<SalePrivateToken>1627aea5-8e0a-4371-9022-9b504344e724</SalePrivateToken>
</SaleDetailsRequestDTO>
Requestbample 0N |
{
"SalePrivateToken":"1627aea5-8e0a-4371-9022-9b504344e724"
}
string namd Address
decimal njoyn nibo Amount
string 'NIWNDN NN2NN 1IY'R 150N AuthNum
MMYY vnnioa string 0'0DN QPIN CardDueDate
int 0'0dN WA TN CardHolderld
string 'NOWKDN 0'0D ANIn DV CardName
string 0'01dN 150N CardNum
string 0"Ian 'Yy City
int 'KIYUN 'NIN TIR CreditTerms
string 1 N'U'R NNRNN2 NTY Custom1
string 2 N'Y'R NARNNA NTY Custom2
string 3 N'w'R NNXNNA DTV Custom3
string 4 n'U'x NNRNNA NTY Custom4
string 5 n'w'k NnAxNN NTY Custom5
string 6 N'w'x NANNNA NTY Customé
string 7 N'YU'R NNXNNA NTY Custom?7
string 8 n'w'x NANNNM NTY Custom8
string 9 N'YU'R NANNNA NTY Custom9
string Nij7'7n 7w '019 DY CustomerFirstName
int N'NIMA NIRY? 0'01d 'on Customerld
string nip'7n 7w nnswn nw CustomerLastName
int nP710n NNann TR DefrayelCompany
decimal nninn DIdo Discount
int 79INY nonn 150n DocumentNum
' TS TGChnOIOg | es 14 o'70u 1My MmN\ JTAIM ¢ =,
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ntoyy on'an
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int 79INY nonn aio DocumentType

string 79INY nonn NaInd DocumentURL
string nip'7n 7w 7"8T namd EmailAddress
string Op79 150N FaxNumber
decimal [lWXY DI7UN DIDO FirstAmount
int 7"In 0'vDY7 Ity ForeignSign

GUID DI7YUN QT ANt Groupld

int "N 190N IdNumber
decimal D'901 D'WIAP D'NI7YN DIDO NonFirstAmount
int D'wip DMI7wn 1%0n NumOfPayment

string nmrn 1son Order

int ANIT KN POB
PayPal nixjzoy 112y string PayPal-a njzoy nnm PayPalTransactionld
PayPal nixjzoy 112y string PayPal-a nip'zn 7"NIT N2IMD PayPalPayingCustomer
string |19'70 "1o0N PhoneNumber
string qon [1970 190N PhoneNumber2

int NNDNONX Reference
Datetime npoyn TvIn SaleTime
string 7710 790 SolekSapak

int olvvo Status

string X"1wa qionn oW TerminalName
GUID XY [?10N ANTN Token
decimal njpoyn Do TransactionAmount
Datetime novn TVin TransactionDateTime
GUID iCredit-2 np*70n NN Transactionld

int X"awn njroy oivvo TransactionStatus

int Njoyn a10 TIR TransactionType

int NN poly 1o0n VatNumber

string TI7'n Zipcode

<SaleDetailsResponseDTO xmlIns="https://icredit.rivhit.co.il/api" >

<Amount>14.16</Amount>

<AuthNum>0012345</AuthNum>
<CardDueDate>0915</CardDueDate>
<CardHolderld i:nil="true" />
<CardName>(nt1) Cal</CardName>
<CardNum>458000XXXXXX0000</CardNum>
<CreditTerms>1</CreditTerms>
<CustomerFirstName>nwn</CustomerFirstName>
<Customerld>0</Customerld>
<CustomerLastName>|nd</CustomerLastName>
<DefrayelCompany>2</DefrayelCompany>
<DocumentNum>3664</DocumentNum>
<DocumentType>2</DocumentType>
<DocumentURL>https://api.rivhit.co.il/pdf/FileService.svc/GetDocument/000008888/a496
cc2d-6¢12-4d0c-9e92-ea4e258997b2/true/02_003664</DocumentURL>
<FirstAmount>0.00</FirstAmount>
<ForeignSign>0</ForeignSign>
<Groupld>1393fc00-ff08-4af8-863c-e17a7f1a8609</Groupld>
<NonFirstAmount>0.00</NonFirstAmount>
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<NumOfPayment>0</NumOfPayment>
<PayPalTransactionld />
<PayPalPayingCustomer />
<SaleTime>2015-09-16T14:20:06.483</SaleTime>
<Status>0</Status>
<TerminalName>"7w qionin</TerminalName>
<Token>ad03c0dd-1d5b-45e4-a762-5794b0e9f10d</Token>
<TransactionDateTime>2015-09-16T14:17:32.263</TransactionDateTime>
<Transactionld>0879f35c-de08-453f-875b-fe1a2153¢c507</Transactionld>
<TransactionStatus>0</TransactionStatus>
<TransactionType>2</TransactionType>

</SaleDetailsResponseDTO>

{
"Amount": 14.16,
"AuthNum": "0012345",
"CardDueDate": "0915",
"CardHolderld": null,
"CardName": "(nt1) Cal",
"CardNum": "458000XXXXXX0000",
"CreditTerms": 1,
"CustomerFirstName": "nwn",
"Customerld": O,
"CustomerLastName": "|n>",
"DefrayelCompany": 2,
"DocumentNum": 3664,
"DocumentType": 2,
"DocumentURL": "https:\/\/api.rivhit.co.il\/pdf\/FileService.svc\/GetDocument\/0000088

88\/a496¢cc2d-6c12-4d0c-9e92-ea4e258997b2\/true\/02_003664",
"EmailAddress": "mail@email.com",
"FirstAmount": 0.00,
"ForeignSign": 0,
"Groupld": "1393fc00-ff08-4af8-863c-e17a7f1a8609",
"NonFirstAmount": 0.00,
"NumOfPayment": 0,
"PayPalTransactionld": "",
"PayPalPayingCustomer": "",
"SaleTime": "\/Date(1442402406483+0300)\/",
"Status": 0,
"TerminalName": ""7w qionn",
"Token": "ad03c0dd-1d5b-45e4-a762-5794b0e9f10d",
"TransactionDateTime": "\/Date(1442402252263+0300)\/",
"Transactionld": "0879f35c-de08-453f-875b-fe1a2153c507",
"TransactionStatus": 0,
"TransactionType": 2
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:aspx QT NIX¥NKXA IPN Listener win'n' Xnarm — 'N N901

<%@ Page Language="C#" %>

<%@ Import Namespace="System" %>

<%@ Import Namespace="System.Collections.Generic" %>
<%@ Import Namespace="System.Linq" %>

<%@ Import Namespace="System.Web" %>

<%@ Import Namespace="System.Web.UI" %>

<%@ Import Namespace="System.Web.UI.WebControls" %>

<%@ Import Namespace="System.IO" %>

<%@ Import Namespace="System.Net" %>

<%@ Import Namespace="System.Runtime.Serialization.Json" %>
<%@ Import Namespace="System.Text" %>

<%@ Import Namespace="System.Runtime.Serialization" %>
<script language="C#" option="Explicit" runat="server">

[DataContract]
public class VerifyRequestDTO
{
[DataMember]
public Guid GroupPrivateToken { get; set; }
[DataMember]
public Guid Saleld { get; set; }
[DataMember]
public decimal TotalAmount { get; set; }
¥
[DataContract]
public class VerifyResponseDTO
{
[DataMember]
public string Status { get; set; }
}

protected void Page_Load(object sender, EventArgs e)
if (!string.IsNullOrEmpty(Request.Params["SaleId"]))

{
string status = VerifyResponse(Guid.Parse(Request.Params["SaleId"]),
Guid.Parse(Request.Params["GroupPrivateToken"]),
decimal.Parse(Request.Params["TransactionAmount”]));

if (status == "VERIFIED")

{
// TODO: Check that GroupId belongs to me
// TODO: Check that transaction has not been previously processed
// TODO: Check that amounts are correct

// Example: writing all parameters to file on C:\temp\{SALEID}.txt
using (FileStream fs = File.Create(@"C:\temp\" + Request.Params["SaleId"] +

"otxt"))
{
using (StreamWriter sw = new StreamWriter(fs))
{
sw.WriteLine("{0}", status);
foreach (string key in Request.Params.AllKeys)
{
sw.WriteLine("{@}: {1}", key, Request.Params[key]);
}
}
}
}
}
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private string VerifyResponse(Guid saleId, Guid privateGroupToken, decimal amount)

t VerifyRequestDTO parameters = new VerifyRequestDTO()
{ GroupPrivateToken = privateGroupToken,
Saleld = saleld,
TotalAmount = amount,
3
try
{

string VERIFY_TEST =
@"https://testicredit.rivhit.co.il/API/PaymentPageRequest.svc/Verify";

string VERIFY_PROD =
@"https://icredit.rivhit.co.il/API/PaymentPageRequest.svc/Verify";

HttpWebRequest req = WebRequest.Create(new Uri(VERIFY_TEST)) as HttplWebRequest;

req.Method = "POST";

req.ContentType = "application/json";

req.Accept = "application/json”;

MemoryStream streaml = new MemoryStream();

DataContractJsonSerializer ser = new
DataContractJsonSerializer(typeof(VerifyRequestDTO0));

ser.WriteObject(streaml, parameters);

streaml.Position = 9;

StreamReader sr = new StreamReader(streaml);

byte[] requestData = UTF8Encoding.UTF8.GetBytes(sr.ReadToEnd());
req.ContentLength = requestData.Length;

// Send the request:
using (Stream post = req.GetRequestStream())

{
}

post.Write(requestData, @, requestData.Length);

// Pick up and deserialize the response:

DataContractJsonSerializer responseSerializer = new
DataContractJsonSerializer(typeof(VerifyResponseDT0));

VerifyResponseDTO response;

try

{

using (HttpWebResponse resp = req.GetResponse() as HttpWebResponse)
if (resp.StatusCode == HttpStatusCode.OK)
{
response =

(VerifyResponseDTO)responseSerializer.ReadObject(resp.GetResponseStream());
return response.Status;

¥

else
// The data is empty
response = null;
return "EXCEPTION";

¥

}
catch (WebException wex)
{

using (HttpWebResponse errorResponse = (HttpWebResponse)wex.Response)

response =
(VerifyResponseDTO)responseSerializer.ReadObject(errorResponse.GetResponseStream());

return "EXCEPTION";

}
¥
catch (Exception)
{
return "EXCEPTION";
¥
}
</script>
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head id="Headl" runat="server">
<title></title>
</head>
<body>
<form id="forml" runat="server">
<div>
Load this first to check the syntax of your page
</div>
</form>
</body>
</html>

- TS TG Chno I 09 | cS 19 0700 13 MODIN\ TN

N'NIM NYI70 Y1 N300 wio



